FIG. 1 


A SYSTEM AND METHOD FOR 
DYNAMICALLY CONSTRUCTING PACKET 
CLASSIFICATION RULES 

Inventors: Dennis J. Cox, et al. 

Attorney Docket: 066101.0316 

1/1 


18 


PHY 


PACKET 


20 


PATTERN 
PROCESSOR 


NP 
PROGRAM 


DATA 
STRUCTURE 


10 


12 


PACKET 
+ DID 


14 


ROUTING/ 
SWITCH 
PROCESSOR 


PACKET 


18 
/ 
• PHY 


SYSTEM INTERFACE 





HOST PROCESSOR 


K16 


FIG. 2 


-24 


26 


NETWORK PROCESSOR 
PARSE TREE PROGRAM 


PARSED 
VALUES 


28 


s 


VIRTUAL 
HANDLES 


PATTERN 
TREE 


DID 


ORDERED 
VIRTUAL TREE 


-30 


-12 


DATA 
STRUCTURE 
MODIFIER 


k32 
34^1 


NETWORK 
PROCESSOR 
PROGRAM MODIFIER 


□ 


inPort3=Ingress-^EtherType=Extract(X 


MPLS 


Other\ 


vlanID=Extract () 
tag=Extract() 


k srcAddr=Extract() TCP^ 
destAddr=Extract() / ypp 
protocol=Extract() 


DoOther() 



FIG. 3 


srcPort=Extract() 
destPort=Extract() 
DoTCP() 

srcPort=Extract() 
destPort=Extract() 
DoUDPQ 

DolPQ 


